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Managing Risk

Risk Assessment: Issues and

Challenges

by Joe Brady, PhD

This article presents an opinion and a perspective on the practical
application of risk assessment, on how to adopt a scientific approach to the
risk management process, and also informally dispenses some simple and
pragmatic advice that may enhance a risk exercise.

isk can be defined as the effect of
uncertainty on objectives." Risk assess-
ment is considered to be the overall
process of risk identification, risk
analysis and risk evaluation.” The risk
management process is the overall and
systematic application of management
policies, procedures and practices to
the activities of communicating, con-
sulting, establishing the context, and identifying, analyzing,
evaluating, treating, monitoring and reviewing risk."

To be effective, the risk assessment and risk management
processes both need to be properly understood, focused,
transparent and clearly communicated. If a harmful event
occurs, yet a risk assessment predicted that such an event
was unlikely, everybody will want to know what went wrong.
If risks cannot be properly evaluated, risk assessment itself
becomes the biggest risk.® Therefore, the processes need as-
surances that they work.

A failed risk management process will inevitably leave a
lot of questions to be answered, by the victims, those who
were discommoded, or by the media. Types of questions
asked will almost be universal. Who participated? Why were
certain decisions taken? Why did it seemingly not work? Did
anyone check the predicted outcomes before implementa-
tion? What confidence testing was done at the time to ensure
that the assumptions were held to be true? These sound
much like the same type of questions one would ask about a
dubious scientific model.

This article is primarily focused on conducting an effec-
tive risk assessment, and then on the principles of risk re-

view. Risk assessment is that part of risk management which
provides a structured process that identifies how objectives
may be affected, and analyzes the risk in terms of conse-
quences and their probabilities before deciding on whether
further treatment is required.” Risk review involves review-
ing the output and results of the risk management process to
take into account new and ongoing knowledge and experi-
ence.*

Risk Management Process

Risk assessment can be considered a mechanism to unlock
wisdom not yet experienced, upon encountering a new
system. A typical risk management process, as per the hy-
pothetical worked example outlined in Table A, is generally
considered to broadly encompass the following sequence of
activities:**°

1. Ateam of subject matter experts creatively identify risks
(faults/failures/hazards) associated with a new and unfa-
miliar system.

2. The identified risks are analyzed and evaluated. The ac-
ceptability of each risk is determined.

3. Risks that are considered unacceptable are treated by
the selection of appropriate mitigation strategies that are
both robust and cost effective. The mitigation strategies
and controls themselves are analyzed and evaluated to
affirm where residual risk is deemed acceptable. Suitable
controls are subsequently implemented.

4. Risks are subsequently reviewed post system implemen-
tation. Every day that passes, every batch manufactured,
every customer complaint received, all contribute to new
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knowledge and this results in more experience with the risk assessment current, relevant and robust.

now familiar system. The benefit of this now first-hand

experience and wisdom not only assists with the identi- Subject Matter Experts

fication of new risks, but also with the adjustment of the Selecting a team of subject matter experts to participate in
existing risk controls. New knowledge is used to keep the a robust risk assessment process is about ensuring that the

During the concept-phase* of a hypothetical project, an initial design specification is proposed and corresponding preliminary process flow diagrams and process
descriptions are generated. The project team now take a risk management approach to assessing the robustness of the design specification, prior to the formal
generation of user requirement specifications and the subsequent issuing to vendors with requests-for-quotations. The general sequence of risk management
activities for this hypothetical scenario might look like the following:

Step # Description

1 Initiate the Risk Management Process, and Define Inputs
1.1 The risk management facilitator is appointed.
1.2 Input-1: The objective of this particular risk assessment is four-fold:

a. Ensure that critical process elements specific to product quality, patient safety and data integrity have been identified.

b. Identify any opportunities for the implementation of technically sound improvements.

c. Postulate a performance and functionality verification testing strategy focusing on the identified critical elements.

d. Propose an appropriate and robust structure for the detailed design documents, so that they may be confidently used both for systems
implementation and as the basis for developing robust verification test scripts.

1.3 Input-2: A team of subject matter experts is assembled and attends the risk assessment exercise. The team comprises of experts with both product
and process understanding, and also of subject matter experts who are conversant in the applicable regulatory expectations and with the conventions of
the company’s internal quality management system.

1.4 Input-3: The above listed subject matter experts are made familiar with the project approach, contracts, project methods, cost controls, and project
timelines.
1.5 Input-4: Descriptions of the manufacturing systems are presented to the team, as follows:

e Unit operations and the integrated manufacturing process.

e Intended clinical use of the product (pharmaceutical, medical device, or combinational product).

e [Tinfrastructure, topology, components and system architecture, and an overview of the various functions of the range of software applications.
e Proposed lifecycle documentation hierarchy (for specification, design and verification documents).

2 Risk Identification
2.1 The team is organized into multiple groups, in the interest of either grouping or balancing the presence of certain expertise within the individual groups.
2.2 The risk statement/problem/enhancement is unambiguously communicated by the facilitator to the team, and is based on potential manufacturing

system failures that could negatively impact on product quality, patient safety and data integrity.

2.3 During the risk identification phase, each team identifies potential faults (risks/failures/hazards) associated with the manufacturing systems, using creative
fault finding tools, based on individual and combined subject matter expertise.

2.4 At the end of the risk identification phase, the facilitator collects the list of risks generated by each team. In this hypothetical scenario, the facilitator
transcribes and collates a combined list of one hundred and thirty (130) faults into a risk identification report. Typically there will be significant overlap
between observations amongst the various groups, so eventually the facilitator whittles down the overall list to one hundred (100) unique faults. Now a
list of one hundred faults exists, the next step is to analyze and evaluate them.

3 Analyze and Evaluate Risks

3.1 Here the team starts with a list of one hundred identified faults. Remember, it will always cost time, money and resources to mitigate against a risk.
Straightaway, it is obvious that all the faults cannot have the same priority (it would be unusual if they did). The next step now is to analyze and evaluate
each and every fault and rate them against one another so that they can all be arranged in some order of priority. At a minimum, it is recommended to
assign a risk-score to each fault based on the estimated product of the probability-of-occurrence and the severity of that occurrence should it occur
(other categories could be included to finely-tune the priority order, such as assigning values for GxP impact, complexity, novelty, GAMP® software and
hardware category, and detectability, for example).

3.2 The list of the one hundred identified faults is now rearranged, where the higher priority faults are organized towards the top of the list, and with the lower
priority faults at the bottom. Ultimately, the priority order is in the context of product quality, patient safety and data integrity.

3.3 Now risk acceptability decisions have to be taken. A risk-acceptance line needs to be drawn in somewhere on that list. Below that line are the potential
faults that the team can currently accept and live with. In other words, they are satisfied that the probability of occurrence is so low that the event might
never be experienced over the lifecycle of the system, or that they would be able to recover relatively unscathed should the event ever occur in the

first place, or both. Above that line, however, the risk-score is deemed to be too high, and thus unacceptable. For the prioritized faults above the line,
risk control and treatment strategies will now have to be devised to reduce the risk-score to a more acceptable residual level. This will require a design
change or a procedural change, or both. In this hypothetical scenario, the team decides that seventy (70) of the faults fall below the risk-acceptance line,
with thirty (30) remaining above. The team now needs to decide upon creative risk controls and treatments for these top thirty high priority faults.

Table A. Example of general sequence of activities associated with a typical risk management process.
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right questions are put to the most appropriate and compe- and development team? Were any test engineers or valida-
tent individuals. Where a risk assessment goes awry in the tion specialists involved? Where were the manufacturing
pharmaceutical industry, the obvious questions from the teams such as operations, utilities and facilities? What about
regulatory authorities might include: Where was the design the whereabouts of packaging and labelling representa-

4 Risks Control and Treatments

41 The team has a priority list of thirty unacceptable faults. The team now wishes to revisit and update the initial design specification and preliminary

process flow diagrams and process descriptions.

4.2 Here the team creatively devises a number of control and treatment strategies for each fault. Remember, there will most likely be multiple possible
solutions to correct every fault.

4.3 With multiple options now available, the next step is for the team to evaluate each and every option in terms of robustness and cost, and impact on the
project schedule.

4.4 Once suitable options have been selected to correct what was initially deemed as thirty unacceptable faults, the team now has to re-assign a risk
prioritization score and evaluate the residual risk. Hopefully, the new risk prioritization score will drop that particular hazard well below the risk-acceptance
line on the original list (from Step-3.3, above). If it does, all well and good. If it doesn’t, more options may need to be considered to further mitigate the
problem until acceptable residual risk level is achieved, or a business decision may need to be taken to proceed or not proceed with the project in its
current guise.

4.5 Assuming that suitable control and treatment strategies have been decided upon for the all thirty faults, the next step is for the team to implement the
various options. This should lead to an updated design specification, along with the corresponding process flow diagrams and process descriptions.

5 Risks Report, and Outputs

51 A summary report of this risk-assessment exercise is written up, listing at a minimum the background to the exercise, the overall objectives, the list of
attendees and all other inputs, the methods used to identify faults, and the all-important list of outputs.

5.2 Output-1: The first output is arguably a comprehensive list of identified critical process elements specific to product quality, patient safety and data
integrity. A rationale should be included for each element as to why it is considered critical.

5.3 Output-2: A primary output for this risk assessment exercise is the updated design specification, and corresponding process flow diagrams and process
descriptions. Decisions to update the specifications and implement technically sound improvements should be traceable to the faults being remediated,
and the associated control and treatment strategies selected. All specification update decisions must be obvious, traceable and fully informed, and
should ultimately be shown to result in clear and unambiguous enhancements to patient safety, product quality, and data integrity.

5.4 Output-3: Robust user requirement specifications can now be confidently generated and issued to the vendors with requests-for-quotations. The
specific critical process elements should be clearly articulated for the appropriate vendors, so that they might best understand how best to prepare their
proposed functional solutions.

55 Output-4: With all critical process elements identified and with robust user requirements now in place, the team can immediately start with planning an
efficient validation strategy, beginning with generating integrated performance level verification tests.

5.6 Output-5: During the project phase,* once the vendors submit their proposed functional design solutions and the vendor selection process is complete,
the team can immediately begin planning and generating functional and unit-operation verification tests. This can then influence the structure and layout
of the vendors’ detailed design documents, so that they may be unambiguously used both for systems implementation and as the basis for developing

robust verification test scripts whilst maintaining a focus on the critical process elements.

6 Risk Review

6.1 Achieving compliance and fitness for intended use is the ultimate goal of the various risk management processes. But how does the team know that
their risk management approach works? Across the entire systems lifecycle phases(*) there will be multiple opportunities for the application of risk-based
decision making. Each and every risk assessment in sequence should reference and build upon the assessments that have gone before. A common
sense, and non-onerous, administrative approach should link the various outputs of the evolving program of risk management exercises, and encourage
a system of checks and balances amongst iterations.

6.2 As more experience is gained across the lifecycle, the resulting knowledge may lead to the identification of new critical process elements. Indeed this
new knowledge could even lead to the downgrading of earlier identified critical process elements, with justification.

6.3 Ongoing system performance monitoring, incident management, corrective and preventive action and repair activities can intuitively be linked to evolving
and iterative risk management exercises. This should result in continuous opportunities for the identification of technically sound improvements, more
smart and intelligent verification testing, and maintenance of specification and design documents.

6.4 The risk review process can also be inextricably linked to the outputs and observations from both ongoing internal and external audits of the installed
and implemented system.

*Reference Figure M3.3 from GAMP® 5, for an overview of the typical use of risk-based decision making across the system lifecycle.”

Table A (continued). Example of general sequence of activities associated with a typical risk management process.
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tives? Did the quality assurance and quality control teams
contribute? Did any personnel associated with warehousing
and distribution, and product monitored post-implantation
play a part? Was there a need for healthcare professionals to
participate?

What influences the decisions when selecting a team of
subject matter experts to partake in a risk assessment pro-
cess? Everyone has expertise on a plethora of subjects, but
the actual degree of expertise in each case varies. The point
here is that everyone could potentially contribute to nearly
all risk assessments in the work place. Being selected or
choosing to participate is primarily influenced by the extent
of one’s expertise. The risk assessment process is initiated
with a clear and unambiguous problem statement, together
with a clear study context. A crucial query for the risk as-
sessment team at this point is who they would ideally like
to have in attendance to brainstorm on the problem. What
expertise would best contribute to the study?

The team organizing the risk assessment need to, with
great dignity, determine the optimum degree of expertise
available within the organization. Sometimes they may
need to look outside their industry for a suitable degree of
subject matter expertise. The organization needs some novel
communication tools to let the employees know what risk
assessments are currently being conducted, and those that
are planned for the future. The presumption here is that all
employees would enthusiastically be willing to contact the
risk assessment team should they feel that they could con-
tribute constructively to a particular exercise. The organizing
team ought to remember to preserve dignity at all times, and
respect all submissions and volunteers. If a volunteer at this
point-in-time is not optimum for a study and is not selected,
the chances are that at some point in the future they will be
suitable for another. Nobody should ever feel discouraged
before or after volunteering, regardless of it being their first
time or not. The organizing team should be forever grateful
and humble when someone offers to share the extent of their
expertise. Everyone generally looks forward to sharing their
knowledge in a collaborative and encouraging environment,
and they need to be respected for this each and every time.

Perhaps, a novel user-friendly database of skills and
expertise could be formally or informally maintained by the
organization, and in particular be updated by the individuals
themselves. The risk assessment teams would have access
to this database which may help them identify key individu-
als for a particular study. Too often, individual expertise is
completely overlooked in the workplace due to its invisibil-
ity, and such a database might be a contributor to making
it more noticeable. The risk assessment team needs to be
aware of any strong individual biases or ardent views that
may skew the study, and try to carefully balance these out
among the selected contributors. Different personalities and
cultures are more assertive than others when it comes to de-
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claring individual expertise. In this instance, a method may
be needed so as to gently coax out individual strengths from
the more introverted participants.

Finding Faults

There seems to be only one guarantee with risk assessment
and that is all the risks will never be identified. Similarly,
when a fault is identified it is not usually possible to identify
all causes, so therefore total treatment and mitigation is sel-
dom a reality. The most crucial ingredient to finding faults is
to have the correct subject matter experts doing the brain-
storming. Experienced and/or knowledgeable personnel
thinking on the problem is a prerequisite. Risk assessment is
used to identify potential hazards in advance, and subse-
quently put some treatments and mitigating safeguards in
place to prevent the causes of their likely occurrence. Risk
assessment can be considered an important supporting
process to the product lifecycle.”® This lifecycle support con-
tributes to progressing innovations from design through to
eventual implementation with the intent of manufacturing
and distributing a safe and effective product.

The first stage of a risk assessment process is generally
considered to consist of the creative identification of risks
(faults/failures/hazards). Hopefully, the use of systematic
tools will facilitate the participating subject matter experts
to methodically, logically and objectively make risk obser-
vations. This stage of the risk assessment process requires
intuition and creativity, and any or all of those practices that
actively stimulate and promote intuition and creativity. It is
about creative fault finding. Innate creativity is something
that can be facilitated using systematic tools. Everyone has
the capacity to be creative, but the conditions need to be
suitable for it to manifest. Creative fault finding requires an
enabling, stimulating, encouraging, challenging, and inspir-
ing environment.

The risk assessment process is initiated with a problem
statement and a study context. The desired subject matter
expertise is ascertained and the relevant experts are selected
to participate. The appointment of study facilitator should
be given serious consideration. Ways to creatively stimu-
late the identification of faults should be developed. For
example, a prototype may be presented, a mock-up built, or
a computer model generated. Systematic risk assessment
tools need to be selected to assist with, and drive forward,
the brainstorming of faults.*® These can be used either in a
standalone capacity or adapted and combined for maximum
flexibility.

Risk serves as a stimulant. When faced with something
new in life, people tend to extrapolate past learnings,
wisdom and experience, and apply it intuitively to any new
system to try and predict where hazards might arise. Indis-
putably, many skills and proficiencies are immediately trans-
ferable between systems and industries. First and foremost,



intuition based on experience is central to identifying faults
associated with a new and unfamiliar system. People can be
emotional, impulsive, and at times can be somewhat predis-
posed to identifying arbitrary faults. Emotional impulses can
be fuelled by, for example, fear, pride, prejudice, insecurity,
or envy. These can lead to substantial and haphazard biases
in people. Ideally, a good risk assessment process with sys-
tematic tools will help a participant to recognize and neutral-
ize their own biases — both positive and negative — leading to
methodical, logical and objective fault observations.

Fault Tree Analysis (FTA), cause and effect (Ishikawa/
fish-bone) diagram, Preliminary Hazard Analysis (PHA),
and Event Tree Analysis (ETA) are very intuitive systematic
tools to identify faults with. They are relative easy to learn
and to become proficient at using, and be systematic in their
application. Another useful technique for finding faults is
based on the first of the seven steps of the Hazard Analysis
and Critical Control Points (HACCP) technique. The first
step of HACCP is to conduct a hazard analysis for each step
of a process and find faults based on a process description
and on a straightforward high-level visual review of a pro-
cess flow diagram (the first step of HACCP also includes the
determination of preventive measures associated with the
identified faults).

Hazard and Operability Analysis (HAZOP) tools can be
used to identify operational faults as a result of deviations
from design intent. The HAZOP tool is very structured and
formal. It can be very time consuming and resource-heavy,
and it may take the team a little time to master how to use
it effectively. The Failure Mode Effect Analysis (FMEA) tool
is used to determine causes and effects of pre-established
faults. A range of faults must first be established (using one
of the earlier tools described above, for example) and input-
ted into the FMEA spreadsheet. The spreadsheet technique
will then facilitate the brainstorming of related causes and
effects. Training a team of individuals how to use FMEA
effectively and consistently can be a bit of a challenge. The
FMEA team may have a tendency to deviate on tangents
outside the frame of reference for the study, so it is perhaps
important that a FMEA study be carefully coordinated by the
appointment of a facilitator.

For fault identification purposes, FTA, cause and effect
diagrams, PHA, ETA and HACCP can be deployed and used
throughout all the lifecycle phases of a manufacturing sys-
tem (see GAMP® 5 for a description of the lifecycle phases.”)
They are particularly effective during the earlier phases of a
project, such as the concept, planning and the functional-de-
sign-specification phases where there is limited information
on design details or operating procedures. Often the outputs
from these studies act as a precursor to further studies, such
as FMEA; however, both HAZOP and FMEA can be con-
sidered particularly formal, time consuming and resource-
heavy tools. Both are perhaps best used during the detailed
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design phase of project, prior to a design being official issued
for construction.

During the risk assessment process, equal importance
should be allocated to everyone’s views. The facilitator
may find themselves constantly moderating the forthright
individuals, while at the same time patiently encouraging
and coaxing contributions from the more timid characters.
Robust debate is encouraged to refine ideas, but a culture of
‘respect for all’ must prevail. The momentum between the
introverts and extroverts on the team must be balanced and
fair. Fault finding is not a competitive sport, and it is quality
over quantity every time.

During a risk assessment, groupthink should be eliminat-
ed as much as possible as it can lead to biases and irrational
decision making. In a respectful and tactful manner, the
potentially destructive effects of company hierarchies also
must be minimized. The hierarchical perception of ‘the boss
is always right’ can have an inhibitory effect on creative flow
throughout the entire risk assessment process. If their ideas
remain unchallenged, submissive conformity may lead to
substantial biases in the overall process and invariably skew
the resultant model. Certain cultural sensitivities may re-
quire, or leave no other option than to, segregate and group
hierarchies according to their status and rank, where each
organizational level embarks upon their own separate risk
assessment process.

Everyone should be encouraged to participate in the pro-
cess to the fullest possible extent. Individual thoughts and
knowledge are only useful when they are shared. Concepts
evolve, expand and flourish with robust debate. Without the
entire team dynamic, the foundation of many ideas would
simply not transpire; therefore, no one individual can ever
lay exclusive claim to an idea. The facilitator should collate
and combine all identified faults into a logical preliminary
report that compliments the study question. The risk assess-
ment process may then proceed to the next stage, where the
team of subject matter experts will now analyze and evaluate
the risks. It may be a good idea for the team to have a rest or
recreational period before progressing into this next stage,
so that they might recharge their creativity energy.

Analyzing and Evaluating Risks

Once a list of risks is available, they can now be analyzed and
evaluated with respect to one another. The acceptability of
each risk is determined. Which are the risks that are toler-
able? Which are the risks that are not tolerable and require
treatment? One way to do this is to compare one risk against
another and come up with some type of ranking system.

A traditional ranking system for risks is based on the
product of probability and severity. Here a quantitative value
or qualitative hierarchy is assigned to each risk based on the
probability of their likely occurrence, coupled with the sever-
ity of that event should it occur. The risk assessment team
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will probably always feel that they do not have enough infor-
mation to assign a probability and severity value or establish
a hierarchy. A complete information set, regrettably, will
most likely never exist; therefore, every judgment will only
be an estimation based on the limited information at hand.
This is usually a good enough place from where to start the
risk assessment process, and commence formulating the risk
evaluation model. Assurances that the evaluation model is
effective will be based on a continuous iterative risk-review
process.

For both probability and severity, quantitative point-
scales are often used, with the scale one to five (1-5) getting
frequent usage. The value for both probability and severity
are multiplied together to give a risk score. Simple stratifica-
tion methods are often used. These typically use red-yellow-
green or low-medium-high rating scales so that risk likeli-
hoods can be displayed on a two-dimensional heat-map®”
(see Figure M3.5 in GAMP® 5 for an example of a heat-map.”)

Severity, for example, in the pharmaceutical industry
is generally in the context of patient harm. Descriptors for
severity might include: 1. low, medium or high, 2. minor,
critical, major or catastrophic, and 3. worry, acute illness,
hospitalization or death. Once a range of risks has been
identified, a relative severity rating is assigned in the context
of the overall risk question. If a risk is determined as fatal,
that severity cannot be reduced by treatment. However,
what can be done is to reduce the probability of that risk oc-
curring in the first place, by the implementation of suitable
treatment and mitigation strategies.

Descriptors for probability might include: 1. very low,
low, medium, high or very high and 2. frequent, probable,
occasional, remote or improbable. In many instances there
may be no scientific or statistical basis on which to form any
calculable probability whatsoever. However, there is more to
assessing risk probability than statistics.’ A risk assessment
is not an attempt to precisely establish absolute probability
from the onset, but like the severity rating, merely to rate a
predicted risk against another in the context of the spe-
cific risk question. For example, two separate studies with
seemingly unrelated contexts may identify the same type of
risk, but there is no guarantee that the risk will be assigned
the same relative probability rating. The rating of one risk
is relative to the others identified in the same study, and is
context specific. It may not be a good idea to carry probabil-
ity determinations from one study into another. Perhaps as
various risk evaluation models mature, one may indeed be
able to build up a general rating system for common risks
that may be exchangeable between various studies. Prob-
ability and severity ratings, although subjective, are relative
in the context of a specific study. Risk practitioners need to
be careful, as momentum can be lost if the teams get mired
down in making these determinations, particularly in the
case of probability.
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Risk Control and Treatment

The idea for the implementation of one or more control and
treatment actions is that it may stop a trigger event from
causing a fault in the first place.’ Risk treatment, according
to ISO 31010, can involve:*

+ Avoiding the risk by deciding not to start or continue with
the activity that gives rise to the risk

« Taking or increasing risk in order to pursue an opportu-
nity

« Removing the risk source

« Changing the likelihood

« Changing the consequences

« Sharing the risk with another party or parties

+ Retaining the risk by informed decision

Additional control and treatment measures typically em-
ployed by manufacturers include:®

« Eliminating the risk completely

 Substituting one thing with another that is more accept-
able (substitute one solvent for another)

« Uncoupling, loosely coupling, or modularizing a process
to prevent a problem from escalating and impacting on
an entire process (confine an event to a single unit opera-
tion)

« Applying engineering controls (automation interlocks)

« Isolating a process or product to prevent contamination,
and/or protect operators and the environment from ac-
cidental exposure

« Providing information (drug contraindications on the
container and on the patient leaflet)

« Validation (for example, providing documented test evi-
dence of the robustness of all the cold-chain management
steps for a temperature sensitive vaccine formulation)

« Duplicating the asset (having two smaller production
sites instead of just one large one, in case one site has a
catastrophe)

+ Proceduralizing a process by providing specialized infor-
mation

« Training as both a preventative and protecting control
measure

« Monitoring a process to identify an event and initiate ap-
propriate controls

Risk Review

It is somewhat obvious lately that risk assessment doesn’t
always work, leaving behind a regrettable aftermath of
devastation, loss and human hardship. Financial institu-
tions lose money regardless of their complex multivariate
risk algorithms devised by physicists and mathematicians.
Defenses to natural disasters are breached because levees
and sea-walls are simply not tall enough or strong enough



to withstand rare storm surge or tidal wave events. Unusu-
ally, civilian aircraft are confronted with the hazard of not
being diverted away from conflict zones and are left sus-
ceptible to a military strike. Therefore, a continuous, weary
and conspicuous eye should be cast over each and every risk
evaluation and risk based decision.

ISO 31010 recommends that monitoring and performing
reviews should be established as part of the risk manage-
ment process. Risks and controls should be monitored and
reviewed on a regular basis to verify that:*

« Assumptions about risks remain valid.
« Assumptions on which the risk assessment is based,
including the external and internal context, remain valid.

Introduction: Initiate the risk management process. Introduce the
topic. Establish the context. Ask the risk-based question.

!

Materials and Methods: Do background research and collate
specifications and materials. Select the team of subject matter experts.
Determine the methodologies and risk based tools. Prepare protocol.

Execute Protocol:
» e Creatively identify risks. Adjust for bias.
e Analyze and evaluate risk. Adjust for bias.

Develop new
Protocol

! |

Risk Treatment: Develop and implement
»| suitable risk control model for acceptable and

unacceptable risks.

Test model with
experiment

Adapt model and
adjust biases

[ !
Results:
Risk model working?

| !

!

Discussion: Analyze data,
discuss and draw conclusions

| !

Y
]
I
I
I
I
I
: Partially Yes
I
1
I
]
1
I
]
1
J

7 Conclusion: Conclusion:
\ Hypothesis is false Hypothesis is true
S
1
: |
! Peer review:
: Communicate and publish
1
| }
R Continuously

________________ Review

Figure 1. Application of the scientific method to the risk
management process.
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« Expected results are being achieved.

+ Results of risk assessment are in line with actual experi-
ence.

» Risk assessment techniques are being properly applied.

 Risk treatments are effective.

Application of the Scientific Method to the
Risk Management Process

Instinctively, resultant risk treatment and mitigation
strategies will never be fully trusted, nor should they be.
The point here is that risk analysis and evaluation is not
supposed to be a one-time event. To say that a documented
risk-based decision was taken once upon a time, and now
the probability of hazard occurrence is under control is
simply not true. The assumption that a once-off risk assess-
ment resulted in hazard consequences that are indefinitely
tolerable is false. An effective risk evaluation model should
ultimately lead to logical and traceable decisions regard-
ing ongoing treatment and control of potential risks. But
like all models it needs to be proven that it actually works.
This is what any competent authority will expect if they are
presented with a risk based decision. Science purports to as-
sist the risk assessment process, so therefore one must, like
all good scientific investigations, ensure the risk evaluation
model robustly holds true within the context of the study
question.

A risk evaluation model, perhaps, should be treated the
same way as a model derived from the scientific method, as
illustrated in Figure 1. Generally the scientific method begins
with replicate experiments with controlled inputs to yield
consistent observed outputs. This empirical output data is
assessed and formulated to reveal novel correlations. The
correlations are modelled to explain the empirical obser-
vations. Based on theoretical inputs, the corresponding
outputs are then predicted using the model. To prove the va-
lidity of the model, replicate experiments are executed using
the same theoretical inputs. The resultant empirical outputs
are then compared against the predicted theoretical outputs.
The robustness of the model is forevermore challenged and
modified based on endless inputs and observed outputs. The
same philosophy should hold for risk evaluation models in
order to prove the risk assessment hypotheses is true.

Conclusion

Risk assessment is a method for the systematic analysis of
uncertainties on the objectives of an organization. It is a cre-
ative process that must be both facilitated and stimulated.

In an organization, a culture of engaging with and including
everyone in the risk management processes should be devel-
oped. Every organization has numerous experts on all sorts
of specific risks, and chances are that many of them are not
in management. Some effort ought to be made to survey rep-
resentatives at just about every job level in the firm, in terms
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of contribution.? The risk management process cannot take
place in isolation, but needs to be supported by a culture and
framework within the organization.’®

The golden rule of any risk evaluation model should be
to simply make sure that it works. Always have a healthy
obsession with acquiring good quality data and evidence,
using good scientific practices, to support the hypothesis
that it does work. Examine any evidence objectively before
making any judgment or decision. Recognize biases in order
to make better decisions, and challenge all preconceptions
(in a professional, diplomatic and sensitive way).

To paraphrase Peter L. Bernstein,"* show the world how
to understand risk, measure it, and weigh its consequences,
then convert risk-taking into a prime catalyst to drive inno-
vation.
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