
July-August 2018  |  59

BRINGING CYBERSECURITY 
TO GXP SYSTEMS 
Jason Nathaniel Young and John Patterson

Recent cyberattacks like WannaCry and Petya have 
a� ected GxP computerized systems, prompting 
questions on how to address risk from cyberspace 
using traditional computerized systems validation 
according to GAMP® 5. This article explores life 
cycle management of GxP computerized systems 
and associated cybersecurity risks that can a� ect 
patient safety. 

Look at any ISPE conference around the world and you’ll see that 
interest in cybersecurity has increased signifi cantly. Unfortunately, 
confusion and misinterpretation have also accompanied this growth. 
To discuss cybersecurity issues properly, let’s start with a quick 

overview of what cybersecurity is and how it is implemented. 
Cybersecurity is a set of actions taken by stakeholders to reduce risk to 

systems and information in cyberspace. These actions combine all aspects of 
information security to address needs for confi dentiality, integrity, and availability 
(known as the “CIA triad”) with critical information infrastructure protections.

In the context of protecting GxP-regulated computerized systems, cyber-
security is a method of applying technical and procedural controls to reduce 
risk to both systems and patient safety. This is accomplished in two ways: 
identifying and addressing system vulnerabilities and data integrity threats, 
and providing traceability to established frameworks and technical controls 
for computerized systems validation (CSV) and corrective and preventive 
action (CAPA). These activities are implemented via an information security 
management system (ISMS),∗ which operates according to established cy-
bersecurity frameworks as well as internal company policies and procedures. 

The ISMS becomes a separate organization, built on standard cyber-security 
roles and responsibilities, that is tasked with enforcing information security 
governance. The ISMS includes positions such as:

��I Chief information security o�  cer
��I Information security o�  cer 
��I Information security manager
��I Information system security o�  ce 

To ensure proper separation of duties, these positions may be imbedded within 
information technology (IT) governance, but they must be independent of it, 
and not part of IT management. This is a crucial element of the ISMS, as the 
purpose of security—whether it be a management or governance position—is 
to verify that the security confi guration is set as directed by the organization’s 

policies and procedures. These established roles and responsibilities rely on 
methodologies for the implementation of cybersecurity using concepts like 
defense in depth to manage cybersecurity centrally from within the enter-
prise. Simply put, “defense in depth” means that security controls increase 
with each layer of an organization’s architecture that provides security to 
systems. This basic concept is to be maintained when managing the security 
aspects of standardization, confi guration management, and vulnerability/
threat monitoring. 

This holistic view can make implementing cybersecurity within GAMP 5 
guidelines challenging, because centralized production systems in any 
industry become problematic due to the individual nature of cybersecurity 
control requirements.

Because cybersecurity personnel are trained to work in specifi c ways, 
corporate cultural di� erences can create friction between the quality unit 
and ISMS. GAMP 5 terminology and systems-validation methods can con-
fl ict with International Organization for Standardization (ISO) and ISACA† 
defi nitions and lead to miscommunication. Quality units in other industries 
and government organizations use the ISMS to verify technical and cyber-
security controls within their validation process according to ISO and ISACA 
frameworks. No one from a US government quality unit, for example, would 
have administrative access to a system that was being qualifi ed within their 
system. That quality unit would request this from the cybersecurity personnel 
who were qualifying the system. 

Within the life sciences, the quality unit ensures that GAMP 5 security 
procedures for GxP-regulated systems are followed. This is important because 
regulators increasingly emphasize how and where cybersecurity controls are 
implemented for both GxP-regulated systems and their associated infrastruc-
tures. Questions also arise about how the quality unit should manage and 
implement cybersecurity controls with its CSV processes. 

Since 2008, GAMP 5 has relied on the US National Institute of Stand-
ards and Technology (NIST) and ISO standards. More recent cybersecurity 
methods, however, are much more complex. We frequently see the confusion 
that arises from this complexity in discussion groups formed during our 
cybersecurity training. 

Here are some sample questions about the organizational structure 
of the quality management system (QMS) and how ISMS operations can 
integrate their processes:

��I From a cybersecurity perspective, what is the role of the ISMS repre-
sentative for crafting policies and procedures on GxP-regulated systems 
within the QMS? 

*  A systematic approach that applies risk-management procedures to protect sensitive 
information, people, processes, and IT systems. Frameworks include ISO/IEC 27001, ISACA’s 
COBIT 5, and NIST 800-53.

†  Previously known as the Information Systems Audit and Control Association, ISACA—which 
now goes by its acronym only—is a nonprofi t global association for the development, 
adoption, and use of globally accepted knowledge and practices for information systems.
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��I How should duties be divided between the quality unit, ISMS members 
who perform security-related verifi cations, and the IT department? 

��I How should risk to GxP-regulated systems from GAMP category 1 
(infrastructure) systems be addressed? 

��I How should threat and vulnerability management be performed? More 
specifi cally, how would common vulnerabilities and exposures be used within 
the CAPA process to track and resolve high-level threats and vulnerabilities?

Other questions focus on areas within the CSV process that need clarifi cation: 
��I Considering traditional ways of using GAMP categories 1, 3, 4, and 5, 

how should the system address impact, security categories, and data 
classifi cation during the initial risk assessment? 

��I How should cybersecurity requirements that do and do not a� ect data 
integrity be defi ned? 

��I When using frameworks like ISO/IEC 27001 or COBIT 5, how can tracea-
bility to cybersecurity controls be used against GAMP 5 and regulations 
like CFR 21 Part 11?

��I How can standards for cybersecurity technical controls like the Center 
for Internet Security‡ benchmarks or the Cloud Security Alliance‡ be used 
for traceability to technical controls? 

��I What testing methods or best practices can be used during operational 
qualifi cation and installation qualifi cation? 

These are important areas that need consensus on how to deal with them 
and their e� ects on qualifying systems. 

COLLABORATION
Fortunately, Chris Reid, a member of the ISPE Leadership Team, has announced 
a new collaboration between ISPE and ISACA to create cybersecurity guid-
ance for the industry. This e� ort is supported by the highest levels of ISPE 
leadership. Discussions are expected to yield guidance from ISACA to the 
cybersecurity community and from ISPE to the quality unit. 

With this in mind, the cybersecurity community for GxP-relevant systems 
believes that guidance should address roles and responsibilities as well as trace-
ability methods for cybersecurity technical controls. The payment card industry 
(PCI), for example, uses the PCI Data Security Standard (PCI DSS), which issues 
guidance for a range of organizations—from Walmart to local restaurants—on 
their responsibilities for payment-system cybersecurity. One requirement is the 
need for penetration testing. The PCI provides detailed guidance on testing, 
methods, scope, time frames, and reporting mechanisms. ISPE may want to 
consider some of these methods and concepts when crafting its new guidance. 

ISMS SUPPORT TO GXP 
COMPUTERIZED SYSTEMS
To see why clear roles and responsibilities are important, let’s look at the 
responsibilities for one of the roles we identifi ed earlier: the chief information 
security o�  cer, or CISO. 

According to ISACA, the CISO is responsible for the enterprise information 
security program and, more specifi cally, for ensuring that the ISMS is established 
and maintained according to the company’s strategic cybersecurity plan. A 
key component of the CISO role is creating a structure to support the QMS. 
The CISO must also ensure that the governance portion of the ISMS—which 
supports the QMS—does not confl ict with the information security man-
ager’s mandate to enforce company security policies and procedures. The 
CISO must also balance cybersecurity needs throughout the organization, 
including infrastructure and GxP-regulated systems. To accomplish all of 
this, the strategic plan must include separation of duties and be scalable to 
the size of the organization. 

According to ISACA, the ISMS must align, plan, organize, and manage 
the following areas, some of which play a signifi cant role within the QMS:

��I IT management framework
��I Strategy
��I Enterprise architecture
��I Innovation
��I Portfolio
��I Budget and costs

‡  Center for Internet Security: A nonprofi t organization that provides cyber-threat prevention, 
protection, response, and recovery for US government entities.

‡  Cloud Security Alliance: A nonprofi t organization that o� ers cloud security research, 
education, certifi cation, events, and products, working in collaboration with industry, higher 
education, and government on a global basis.

TABLE A: ACRONYMS AND INITIALISMS

CAPA Corrective and preventive action

CFR US Code of Federal Regulations

CIA Confi dentiality, integrity and availability

CISO Chief information security o�  cer

CSV Computerized systems validation

DAR Data at rest

EU European Union

GAMP® Good automated manufacturing practices

GDPR General data protection regulation

GxP Good “x” practices

ISMS Information security management system

ISO International Organization for Standardization

ISACA Previously known as the Information Systems Audit 
and Control Association

ISPE International Society for Pharmaceutical Engineering

IT Information technology

NIST National Institute for Standards and Technology

PCI Payment card industry

PCI-DSS PCI Data Security Standard

PII Personally identifi able information

QMS Quality management system

SC Security category
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��I Human resources
��I Relationships
��I Service agreements
��I Suppliers
��I Quality
��I Risk
��I Security

Ensuring that cybersecurity policies and procedures are addressed within the 
QMS is important, because they play a role in determining the organization’s 
overall risk. One way to address issues related to GxP-regulated systems and 
ISMS is to establish an information security o�  cer (or other governance position) 
to support QMS security functions. The data steward from the GAMP Records 
and Data Integrity Guide would be an excellent choice for this job function. 

As the ISMS is responsible for the cybersecurity posture of the infrastruc-
ture, it must also defi ne the process for addressing risk from the infrastructure 
to GxP-regulated systems (and vice versa). Critically important areas are 
logging, monitoring, architecture, and access control, because each of these 
items directly a� ects production systems that require services from the 
infrastructure. Many can be done through documented procedures, others 
may require specifi c methods for defi ning requirements and testing during 
the CSV process. 

In addition to infrastructure, another key component is how the ISMS 
manages threats and vulnerabilities. Those that a� ect data integrity for 
GxP-regulated systems should have a defined method for inclusion to 
CAPAs. Most ISMS operations actively monitor their local computer emer-
gency response team for alerts and bulletins, and document fi ndings from 
security devices like vulnerability-scanning software, which use traceability 
for tracking and remediation. 

CYBERSECURITY CONTROLS AND TESTING 
Beyond the issues of roles and responsibilities, there are other areas where 
guidance from ISPE could help improve cybersecurity. These are mostly 
technical, but a few procedural examples exist as well. When addressing 
cybersecurity risks, the most important part of the process is during the 
initial risk assessment. This is when the system security category (SC) 
should be established to determine technical controls and testing methods 
that will be used. The SC is based on a combination of items such as data 
classifi cation, asset valuation, threat modeling, and system impact. Decisions 
about internal policies and procedures should also be made during the initial 
risk assessment because this determines the security controls that will be 
applied. NIST recommends using the highest level of the impact on any one 
area of CIA to determine an SC: 

SC = {(confi dentiality, impact), (integrity, impact), (availability, impact)} 

where the acceptable values for potential impact are low, medium, or high.
This is di� erent from traditional GxP testing based on GAMP categories 3, 

4, and 5. When looking at cybersecurity risks, all systems are tested according 
to the computerized system security category defi ned during the initial risk 
assessment. Benchmarks like those from the Center for Internet Security 
incorporate this methodology, providing di� erent levels of security controls. 

Once the SC is established, it can be used to create templates to apply 
appropriate cybersecurity controls to data integrity issues. Guidance from 
ISPE and ISACA will be especially valuable in this area. Establishing how the 
quality unit should determine technical or procedural cybersecurity will take 
time and coordination with the ISMS, because many of these controls will 
be provided within the protection of the infrastructure. It’s helpful to avoid 
duplication of work at this step, and to reference cybersecurity controls. 

PII
Another consideration is the need to safeguard personally identifiable 
information (PII) in any system that processes it. Here, guidance from ISPE 
and ISACA based on typical situations could help reduce the amount of work 
required to create these methods for each organization.

Using encryption to protect data at rest (DAR) or in transit shows how 
portions will be provided by the infrastructure, depending on the situation. 
A portable system that contains PII and is GxP regulated, for example, must 
be protected by DAR encryption. This type of control, which is designed to 
protect data privacy and integrity, is usually provided by an infrastructure 
service—such as Microsoft’s BitLocker, for example. 

When considering data privacy for GxP-relevant systems, quality unit 
personnel can benefi t greatly from cybersecurity professionals, as they 
are well versed in regulations like the European Union’s (EU) General Data 
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Protection Regulation (GDPR), and have reporting mechanisms that allow 
companies to notify the EU of data breaches or compromised systems within 
72 hours. This is important because the GDPR authorizes fi nancial penalties of 
up to €20 million or 4% of annual worldwide turnover, whichever is greater.

In addition to controls identifi ed within specifi cations documents, their 
associated qualifi cations could also benefi t from ISPE cybersecurity testing 
guidance. At what stages, for example, and under what conditions should a 
penetration test or a simple vulnerability scan be performed? The PCI DSS 
standard provides explicit guidance on how and when penetration tests are 
to be accomplished, and could be instructive for application within a GxP 
environment. Any system that is publicly accessible via the internet, for 
example, should have a penetration test performed yearly. Other systems, 
depending on their functionality, makeup, and placement within a network 
may not require such costly and extensive evaluation. Creating test methods 
within qualifi cations will take the most work, as they are highly technical, but 
they will be the easiest problems to solve once the roles and responsibilities 
have been addressed. 

Finally, a realistic view of risk assessment and risk acceptance can be 
summed up by the IT aphorism “garbage in, garbage out.” If security gaps 
persist throughout a validation, it is natural to assume that neither GxP- nor 
non-GxP-relevant cybersecurity are included in the system risk assessment. 
This is not only incorrect, but it provides a false sense of security. 

Much work must be done within the risk assessment to assign appropri-
ate levels of risk to the cybersecurity requirements for other GxP controls, 
such as data integrity and risk acceptance or mitigation. How these controls 
a� ect CAPA and incident response should be explored as well. What time 
frame should be allowed to correct these types of problems? Who oversees 
the remediation? This will be true for all zero day§ exploits that a� ect the 
confi dentiality of any given process. 

SUMMARY
As cybersecurity threats increase in frequency and intensity, it is important 
that organizations like ISPE continually improve their guidance to address 
such risks. Collaboration between ISACA and ISPE will be a big step forward in 
understanding many of the challenges that face the life sciences community. 
As security professionals, our goal is to enhance GAMP 5, clarify the ISMS 
role within the process, and address risks to GxP-relevant systems and data 
in a much more inclusive manner.  ‹›
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GUIDANCE FROM ISPE 
COULD HELP IMPROVE 
CYBERSECURITY

§ Zero day: an unknown software vulnerability; code used to exploit this vulnerability


